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INTRODUCTION
In the last few years, the performances of wireless technologies have increased tremendously, thus opening new fields of application in the area of Computer Networks. One such fields concerns mobile ad hoc networks (MANETs). A mobile adhoc network (MANET) is a self-configuring network of mobile routers connected by wireless links-the union of which form an arbitrary topology. The wireless routers are in free random motion and they organize themselves arbitrarily. These types of networks operate in the absence of any fixed infrastructure. As the absence of any fixed infrastructures, it apparently becomes very difficult to make use of the existing routing techniques for network services, and poses various challenges in ensuring the security of the communication. As we know ensuring security is something that is not easily done as many of the demands of network security conflict with the demands of mobile networks, majorly because of the nature of the mobile devices (e.g. low power consumption, low processing load). The study of secure distributed key agreement has great theoretical and practical significance. Securing Mobile Ad-hoc Networks using Distributed Publickey Cryptography in pairing with Mobile Ad hoc Networks and various protocols are essential for secure communications in open and distributed environment.
1 Introduction to MANETs
A MANET is a most promising and rapidly growing technology which is based on a selforganized and rapidly deployed network. Mobile Ad Hoc Networks (MANETS) are wireless mobile nodes that cooperatively form a network without infrastructure. In other words, ad hoc networking allows devices to create a network on demand without prior configuration [2, 3] . Thus, nodes within a MANET are involved in routing and forwarding information between neighbors, because there is no coordination or configuration prior to setup of a MANET. MANETs are selfconfiguring networks of mobile nodes without the presence of static infrastructure [4, 5] . They can also be diversified, which means that all nodes don't have the same capacity in term of resources (power consumptions, storage, computation, etc.). Due to its great features, MANET attracts different real world application areas where the networks topology changes very quickly.
Mobile Ad-hoc network is a set of wireless devices called wireless nodes, which dynamically link and transfer information. Wireless nodes can be personal computers (desktops/laptops) with wireless LAN cards, Personal Digital Assistants (PDA), or other types of wireless or mobile communication devices. In general, a wireless node can be any computing equipment that employs the air as the transmission medium. As shown, the wireless node may be physically attached to a person, a vehicle, or an airplane, to enable wireless communication among them.
Characteristics :
It is important to acknowledge the properties or characteristics of mobile ad hoc networks (MANETs).The characteristics [2] computational, memory, and energy resources in contrast to their wired predecessors. Nodes are small hand-held devices (possibly "off-theshelf" consumer electronics) that do not hinder user mobility. In an endeavor to keep the cost of these devices low, they are normally powered by a small CPU, accompanied by limited memory resources. As the devices are mobile, they are battery operated. This often results in short on times and the possibility of power failure due to battery weariness, perhaps during execution of a network-related function.  Poor Physical Security: Nodes are mobile and therefore cannot be locked up in a secure room or closet. These small hand-held devices are easily compromised by either being lost or stolen. It is therefore highly probable than an adversary can physically compromise one or more nodes and perform any number of tests and analysis. The opposer can also use the nodes to attack distributed network services, such as a distributed online certificate authority [4] . Poor physical security is not as significant in "open" MANETs: the adversaries do not have to physically capture nodes to become an insider or to perform analysis on the protocols.
Current challenges in MANETS
In a mobile ad hoc network, all the nodes cooperate with each other to forward the coming packets in the network, and hence each node is effectively works as a router. Thus one of the most important issues is routing. This thesis focuses mainly on routing issues in ad hoc networks. In this section, some of the other issues in ad hoc networks are described :
Distributed network: A MANET is a distributed wireless network without any fixed infrastructure.
That means no centralized server is required to maintain the state of the clients.
Dynamic topology: The nodes are mobile and hence the network is self-organizing. Because of this, the topology of the network keeps changing over time. Consequently, the routing protocols designed for such networks must also be adaptive to the topology changes.
Power awareness: Since the nodes in an ad hoc network typically run on batteries and are deployed in hostile terrains, they have stringent power requirements. This implies that the underlying protocols must be designed to conserve battery life.
Addressing scheme: The network topology keeps changing dynamically and hence the addressing scheme used is quite significant. A dynamic network topology requires a ubiquitous addressing scheme, which avoids any duplicate addresses. In wireless WAN environments, Mobile IP is being used. Because the static home agents and foreign agents are needed, hence, this solution is not suitable for ad hoc network.
Network size: The ability to enable commercial applications such as voice transmission in conference halls, meetings, etc., i the s an attractive feature of ad hoc networks. However, the delay involved in underlying protocols places a strict upper bound on the size of the network.
Security: Security in an ad hoc network is extremely important in scenarios such as a battlefield . The five goals of security: availability, confidentiality, integrity, authenticity and non-ISSN: 2231-2803 http://www.ijcttjournal.org
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repudiation are difficult to achieve in MANET, mainly because every node in the network participates equally in routing packets.
KEY MANAGEMENT IN MANETS
Key management can be defined as a set of techniques and procedures supporting the establishment and maintenance of keying relationships between authorized parties. In summary, key management integrates techniques and procedures to establish a service supporting various Initialization, Generation, distribution and updation of network keys. The fundamental function of key management schemes is the establishment of keying material. Key establishment can be subdivided into key agreement and key transport. Key agreement allows two or more parties to derive shared keying material as a function of the information exchanged by and associated with, each of the protocol participants, such that no party can predetermine the resulting value. In key transport protocols, one party creates or otherwise obtains keying material, and securely transfers it to the other party or parties. Both key agreement and key transport can be achieved using either asymmetric techniques or symmetric. Hybrid key establishment scheme makes use of both symmetric and asymmetric techniques in an attempt to exploit the advantages of both techniques. One of the major issues in such networks is its performance which arises in a dynamically changing topology; the mobile nodes are expected to be poweraware due to the bandwidth constrained network. Another major issue in such networks is security since every node participates in the operation of the network equally; malicious nodes are difficult to detect.
3.RELATED WORK [1]Samba Sessay, Zongkai Yang and Jianhua
He, This paper presents a coherent survey on ad hoc wireless networks, with the intent of serving as a quick reference to the current research issues in ad hoc networking. It starts with a background on the origin and development stages of ad hoc network, then summaries the features, capabilities, applications and design constraints of ad hoc network fully distinguishing it from traditional networks. The paper discuses a broad range of research issues such as Routing, Medium Access, Multicasting, Quality of service, TCP performance, This paper studies public-key management, a fundamental problem in providing security support for mobile ad hoc networks. The infrastructureless nature and network dynamics of ad hoc networks make the conventional certificate based public-key solutions less suitable. To tackle this problem, a novel Anonymous and Certificateless PublicKeyInfrastructure (AC-PKI) for ad hoc networks was proposed. AC-PKI enables public-key services with certificateless public keys and thus avoids the complicated certificate management inevitable in conventional certificate-based solutions. To satisfy the demand for private keys during network operation, the secret-sharing technique to distribute a system master-key among a preselected set of nodes was employed, called D-PKGs, which offer a collaborative private-key-generation service. In addition, pinpoint attacks against D-PKGs detected.
CONCLUSION
The MANETs are the most promising and rapidly growing technology which is based on a selforganized and rapidly deployed network. Mobile Ad Hoc Networks (MANETS) are wireless mobile nodes that cooperatively form a network without infrastructure. In other words, ad hoc networking allows devices to create a network on demand without prior configuration. Thus, nodes within a MANET are involved in routing and forwarding information between neighbors, because there is no coordination or configuration prior to setup of a MANET. Due to Features provided by MANETS, MANET attracts different real world application areas where the networks topology changes very quickly.
